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Introduction



About me

• Dr. Daniel Goldsmith
• Senior Lecture: Ethical Hacking and Cyber Security
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Ethical Hacking

• Study of Cyber Security
• Lots of interesting technical challenges to solve
• Look for flaws in systems and propose fixes
• Adversarial Mindset
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The IOC

• UK Wide inititive to increase Techology skills
• 20 UK universities involved
• Coventry University Leads focus on Industry
• https://instituteofcoding.org/
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Phishing



Definition

Phishing is a form of social engineering, where targets are
contacted by someone posing as a legitimate entity, in an
attempt to get them to provide sensitive information.
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Definition

• A Phishing attack will generally attempt do one of two things:

• Get the user to hand over sensitive details that can be used in a
later crime or attack

• Get the user to install malware, to compromise the users
machine.
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A Brief History

• As old as the Con Trick
• Current technique Became prevalent in the 1990’s with the

early WWW
• AOHell automated some parts of the attack
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Early AOL Email Example

Figure 1: AOL Email Example
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The “Classic” 419 Scam

Figure 2: Classic 419
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419 Scam

• Named after relevant section of Nigerian Penal Code
• Origin Nigeria in early 2000’s.
• One of the most recognisable Phishing attempts

• FBI estimates it Still costs Millions to economy (2018) 1

1[https://www.fbi.gov/scams-and-safety/common-fraud-schemes/nigerian-
letter-or-419-fraud]
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I Love You

Figure 3: I Love You
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I Love you

• First automated spam.
• Estimated 45 Million Infections within 5 days
• Estimated cost $5-8 Billion
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First Prosecution

• 2004 Federal Trade Commission filed first Lawsuit
• 17 Year old Californian
• Spoofing AOL website to harvest credentials.
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Phishing in the Modern World



These times are (Not) changing

• Same basic method of attack
• Delivered via:

• Email
• Social Media
• Phone (Vishing)
• SMS (Smishing)
• TypoSquatting
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Phishing Statistics

• Spam is about 45% of all email sent (14.5 Billion Per day)
• About 45,000 phishing campaigns a month
• Estimated cost of $20 Billion per year.
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Phishing Success Rates

• 30% of phishing emails opened by target
• 12% click on the link

• Cause of around half of all data breaches
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Phishing and Corona Virus

• Reported 600% increase in number of phishing attempts
• Hackers moved quickly to exploit the situation

• Fear, Uncertainty, and Doubt
• Increase in home working
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Modern Phishing

• Basic Premise hasn’t changed.
• 419 Scam
• Credential Harvesting
• Malware delivery
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Types of Phishing

• Moved on from the Trawler approach
• Spear Phishing
• Whale Phishing
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Spear Phishing

• Target an individual (or group of individual)
• Personalised details to increase authenticity
• Decreases number of targets but increases chance of success
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Spear Phishing

Figure 4: Spear Phishing
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Whale Phishing

• Subset of Spear Phishing
• Target C Level

• High value target. Rewards for success much greater.
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Phishing Cookbook



Create a sense of urgency.

• Motivates user to ACT NOW
• Time limited offer
• Penalties if you don’t act

• Pressure can make target more prone to error
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Sense of Urgency

Figure 5: Urgency
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Sense of Urgency

Figure 6: Amazon
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Pretend to be a trusted source.

Figure 7: Trusted Source
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Pretend to be in authority.

• Combines both of the approaches
• Threatening action to be taken
• Get target to trust the source.
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Tips to Spot Phishing



Spelling and Grammar

Figure 8: Spelling
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Check the URL

Figure 9: URL
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Check the URL

Figure 10: Text Message 30



More Suspicious Links

Figure 11: Netflix
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Are you Expecting the Email

Figure 12: Not Expected
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Protecting against it



Accept that the Spam filter wont save you

• Trusting ANY software to protect you is a mistake
• Its relatively easy to send an email as someone else
• Effectiveness of filter relies on a set of Rules
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The Padlock wont save you

• The padlock means the site is HTTP’s
• Communication is encrypted
• However huge rise in HTTPS based phishing sites (40%)
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HTTPS Spoofed Website

Figure 13: Paypal
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Trust your Gut

• Does something not feel right about
• We can be good at spotting when something isn’t right.

• Contact organisation directly
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Coronavirus Related Phishing



Tax Rebate

Figure 14: Tax Rebate?
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Tax Rebate

Figure 15: Tax Rebate Login
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Claim Your Refund

Figure 16: Claim your Refund 39



WHO has a message for you

Figure 17: WHO
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Donations in Bitcoin

Figure 18: Kaspersky
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Bitcoin Login

Figure 19: LoginScreen 42



CDC

Figure 20: CDC 43



Facebook Gift

Figure 21: Facebook
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Text Messages

Figure 22: Text Messages 45



Closing Stuff



Next Steps

• Take a Phishing Quiz
• https://phishingquiz.withgoogle.com/

• If you are part of an organisation consider training for staff
• Cyber Essentials course
• Pentest companies, Phishing campaign
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What happens if I have been Phished

• Don’t Panic
• Report to Action Fraud

• https://www.actionfraud.police.uk/reporting-fraud-and-cyber-
crime

• Change your passwords
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Thank you

• Thanks for Listening
• Any Questions?
• Survey Link https://tinyurl.com/IoC-Webinar-April
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